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COUNCIL OF SUPERIOR COURT CLERKS OF GEORGIA

INTRODUCTION

There are three stages to disaster planning “protection and prevention”, “response”, and “salvage and recovery”. While it is not possible to prevent all disasters, many can indeed be avoided. Thus, protection and prevention is a primary focus of any plan. Efforts in this area will eliminate many response needs, and most salvage and recovery situations.
This document addresses all three stages and is designed to assist each of Georgia’s 159 Superior Court Clerks. Some counties will want to consider situations, needs and other items that may be unique to that county but no county should overlook the considerations outlined herein.
“Protection and prevention” cannot be overemphasized with the good news being that it is the least costly of the three stages. Time, not money, is the primary capital invested in the Disaster Preparedness, Planning & Recovery stage and this investment is heavily front loaded. As new procedures become standard operational policies, the time needed to maintain diligence decreases exponentially.
The Council of Superior Court Clerks is committed to the goal of having a disaster plan for every court under our jurisdiction.  The Council would like to thank the Georgia Department of Archives and its Historical Records Advisory Board for providing the grant money that has helped us implement this program.
Budget and Costs

Financial management is a priority throughout the disaster management planning process.

Operating budgets should include costs for disaster preparation. There is a cost to disaster planning and disaster recovery may require significant expenditures. Budgets should include funds for preventative measures, as well as funds for disaster recovery including replacement insurance.

Procedures should also be in place to provide the recovery team immediate access to funds in case of a disaster.

It is a challenge to determine the appropriate level of funds to budget for disaster recovery. Cost projection is aided by imagining various disaster scenarios ahead of time. Factors to consider when estimating costs include determination of revenues and expenses for a normal day. The cost of insurance deductibles should also be considered.
Budget and cost issues should be considered for all disasters the organization could potentially face.
Form a Planning Team

Establish a team to implement and maintain the emergency management plan. Include employees from all levels of the organization to ensure team familiarity with all functions. Team size will vary, depending on the size of the office.
These functions and/or positions should certainly be represented on the planning team:

· Records Manager

· Information Technology 

· Safety Director

· Administrative Assistant

· Facility Maintenance Manager

After selecting the team, collect members’ contact information and determine a hierarchy for contacting members in case of an emergency. Also prepare a “quick contact list” with members’ names and phone numbers. All team members should have the contact information so that any one can initiate the emergency contact plan.
ACTION ITEM:  Complete “Planning Team Members” and “Planning Team Quick Contact List” forms, Appendix A
Preparedness Strategies
Document Storage Conditions

Maintaining the good condition and environment of the building and area where documents are stored will prevent many disasters and aid recovery from those that do occur.  

Characteristics of a sound facility include:

· Well-supported plumbing
· Enclosed plumbing in storage areas

· Plumbing joints and valves in good condition
· Anchored outdoor fixtures

· Well-lighted exterior

· Stable temperature in document storage area (60º - 70º F)

· Stable humidity in document storage area (50 - 60% for paper, 20 - 30% for microfilm)

· Fans and dehumidifiers in document storage areas

· Prohibit storage of documents beneath plumbing

· Functioning water detectors near the document storage area

· Working documents covered with protective plastic sheeting

· Boxes stored on sturdy shelving

· All shelving at least four inches off the floor

· Storage boxes limited to no more than one cubic feet of documents

· Reinforce seams of storage boxes with tape

· Prohibit document storage in the basement

· Prohibit document storage near windows

· Prohibit document storage near radiators or heaters

· Prohibit the use of hot tools in the document storage area

· Prohibit smoking in the document storage area

· Prohibit food and drink in the document storage area

· Document storage area kept free of clutter

· Restricted access to the document storage area

· Systematic pest management strategy

· No chemical agents stored near documents

MAINTENANCE

A schedule for regular inspection of the overall facility, and the document storage area in particular, should be established. The purpose is to keep sites in good condition and guard against maintenance issues that may lead to or exacerbate disasters.

SECURITY

Develop and adhere to basic security procedures for the entire facility as well as for the document storage area itself.

Maintenance and security assessments can typically be addressed at the same time and by the same personnel. Specific tasks should be assigned to employee(s) with a general knowledge of the office and of the disaster plan. Employee performance plans can be amended to add inspection duties.
All inspection and repair tasks should be listed, grouped according to frequency of performance.  Daily, weekly, monthly, quarterly and yearly checklists, as appropriate, should be established for the employee(s) overseeing the maintenance and security checks.
ACTION ITEM:  Review daily, weekly, monthly, quarterly and annual checklists, Appendix B
Assign staff to assure completion of each as schedule 

DOCUMENT MANAGEMENT

Classify documents according to their level of importance. Generally, level of importance is determined by importance to ongoing operation of the organization, by the ability to replace the material, and by rarity. A color-coded flagging system will make emergency removal and recovery efforts more efficient, and facilitate document organization. Use a 3-point scale to rank the documents, assigning each number a color.  

When possible, group documents of the same value in the same area. This will facilitate protection or removal of documents in a disaster situation. All personnel, including maintenance, should be familiar with the flagging system.

Develop a document inventory or “shelf-list.” Documents should be catalogued by importance (per the above flagging system ranking), and the storage location. A hard copy of the shelf-list should be kept at a nearby offsite location and a location outside the region, as well as at your facility. Creating the shelf-list in a spreadsheet program will facilitate updating and sharing.
Back-up copies of all documents, or at minimum vital documents, should be stored at another site, preferably one in another region so that a widespread disaster will not also affect the back-up copy. Appropriate back-ups can be hard copies or dependable electronic copies.
FLAGGING SYSTEM
	Ranking
	Description
	Color

	1
	Vital
	Red

	2
	Important
	White

	3
	Useful
	Blue


Definitions:

Vital-Documents essential to continued operation. They are irreplaceable in that they provide evidence of legal and/or financial status of the organization.  Examples may include information necessary to recreate an organization’s legal and financial status, i.e. current accounts receivable and payable, standard operating procedures and the disaster plan.

Important-Documents necessary to continued operation. They can be replaced or reproduced, but perhaps only at considerable cost in time and money.

Useful-Documents helpful to continued operation. These documents typically have a finite period of value and are usually destroyed after that period has passed.

CRITICAL PAPERS

Documents that would assist recovery and restoration should be maintained. Copies should be maintained both on site and off site.

These critical papers include:

· Disaster plan

· Building floor plan

· Location of any dangerous materials

· Contracts with shipping companies

· Contracts with recovery experts

· Insurance policy and contact information

ACTION ITEM:  Label documents according to above flagging system, complete Storage Locations checklist, Appendix C
risk assessment

Identify and list the threats that your facility is most likely to face. Consider the history of your facility, your area, and other similar areas and organizations. Environmental, technological, industrial and human threats are among those to be considered.  

Keep track of national, regional and local security- and disaster-related updates and warnings for more immediate assessments of risks facing your organization. 

These are examples of situations that may confront organizations. Consider the likelihood of each, and plan individual scenarios.

· Chemical/Hazardous Waste Spill-Inside Building

· Chemical/Hazardous Waste Spill-Outside Building

· Earthquake Damage 

· Fire-Entire Building

· Fire-Document Storage Room (Total Destruction)

· Fire-Document Storage Room (Partial Destruction)

· Flood-Natural

· Flood-Due to Plumbing

· Local Crime  

· Power Outage

· Security Threat-Building Not Accessible

· Smoke Damage
ACTION ITEM:  Complete “Likely Risks” Appendix D 

TOOLS AND MATERIALS
Determine what materials may be needed in case of a particular emergency. Maintain as many of these as possible on site, to be used exclusively for disaster response and recovery.

Materials that might be needed:
· Batteries

· Battery tester

· Blankets

· Blotter paper 

· Bottled water – one week supply 

· Waterproof boots or shoes

· Brooms 

· Dehumidifiers 

· Extension cords 

· Fans – large

· First aid kits 

· Flashlights 

· Garbage bags 

· Generators 

· Gloves – heavy rubber
· Labels – adhesive

· Lanterns – battery operated 

· Mops 

· Newsprint – blank

· Paper towels 

· Plastic sheeting 

· Protective masks

· Scissors 

· Squeegies 

· Sump pumps

· Tape – duct & packing 

· Towels

· Transistor radio

· Waxed paper

· Wooden boards
ACTION ITEM:  Complete “Available Disaster Response and Recovery Tools”, Appendix E 

Response Strategies

RESPONSE PLAN

Emergency response drills should be conducted at least annually. Drills should focus on disasters your facility is most likely to face. Have the organization simulate each emergency and act out the response plan.  

Things to consider when simulating:

· Will you be able to enter the building?

· Will you be able to enter the document storage area?

· Will your staff be available to assist in response and recovery?

· Will emergency services be attending to other facilities?
RESPONSE AND RECOVERY TEAM

Determine recovery team members’ positions of authority and detail responsibilities regarding implementation of the emergency management plan. Determine responsibilities of all staff members and organize their contact information similar to that for the planning team contact list. 

Tasks to be assigned include:

· Contact other members of the team

· Contact the planning team

· Contact other personnel

· Contact relevant public officials

· Contact response and recovery specialists

· Contact/coordinate with emergency services

· Contact key customers

· Communicate with the press

· Communicate with local officials

· Set up response command center

· Set up recovery command center

· Set up alternate business operations site

· Determine what documents will be recovered

· Secure documents/materials that have not been damaged

· Take steps to mitigate further damages  

· Distribute tools and other materials

· Monitor radio, television and the internet for disaster information

· Direct the onsite recovery

· Direct the offsite recovery (through outside specialists)

· Restrict access to the recovery area

· Photograph steps in the response and recovery process
WORKING WITH OTHERS

Establish relationships with relevant local and regional public officials, emergency services and utility personnel. Maintain a contact sheet, keeping a copy both in the office and off site. Share your organization’s disaster protocols with these parties and familiarize yourself with their operations and procedures. Participate in emergency planning meetings with similar local organizations. 
ACTION ITEM:  Complete “Response and Recovery Team” and “Working With Others” checklists, Appendix F
Recovery Specialists

A relationship should be established with a recovery and restoration specialist before a disaster occurs. After assessing the risks facing your facility and the types of materials that would be needed, a contingency agreement can be entered with a vendor. Shipping and storage agreements can be made with the specialist in the event transportation or storage is needed for restoration.

Recovery Specialists contact sheet

Once you have selected recovery specialists and/or entered into contracts with them you should create a list of these vendors, their specialties, and their contact information. Any shipping service or contracts should also be included on this list.

Recovery Strategies

Characteristics of an ideal response and recovery area and process:

· Allow only authorized personnel in the recovery area

· Bring down temperatures in storage areas

· Document all steps in the process with photo or video

· Command center out of the path of those working in the building

· Clean running water in the command center

· Adequate space in the command center for the packing, stacking and moving of documents and equipment

· Recovery director remain in a stationary location

· Recovery teams organized by task, not area

· Relief shifts arranged every two hours for recovery teams

· Have reliable communications on site

· Passageways kept clear

· Most vulnerable documents removed first

· Routine disposal of materials not worth expense of restoration
ACTION ITEM:  Invite recovery specialist(s) from Appendix G to review site; enter agreement with one or more for recovery assistance as needed
PLANNING TEAM quick contact list
	
	Name
	Phone Number

	1
	
	

	2
	
	

	3
	
	

	4
	
	

	5
	
	

	6
	
	

	7
	
	

	8
	
	

	9
	
	

	10

	
	

	11
	
	

	12
	
	


PLANNING TEAM members (Duplicate as Needed)
	Name


	Email Address



	Home Phone Number


	Mobile Phone Number



	Street Address


	City, State



	Position


	Emergency Contact (Name & Number)



	Name


	Email Address



	Home Phone Number


	Mobile Phone Number



	Street Address


	City, State



	Position


	Emergency Contact (Name & Number)



	Name


	Email Address



	Home Phone Number


	Mobile Phone Number



	Street Address


	City, State



	Position


	Emergency Contact (Name & Number)



Daily Checks
Date: ______________________________

Completed by: ____________________________________________

	Task
	Completed
	Notes

	Lock all doors


	
	

	Set all alarms
	
	

	Lock all windows
	
	

	Cover working documents with protective sheeting
	
	

	Unplug electrical equipment
	
	

	Check for burning materials in trash
	
	

	Remove trash from building
	
	

	Clear clutter from document storage area
	
	

	Back up electronic files
	
	

	
	
	


Weekly Checks

Date: _______________________________

Completed by: ____________________________________________

	Task
	Completed
	Notes

	Clean staff room


	
	

	Check for leaks
	
	

	Check for seepage
	
	

	Destroy records in accordance with retention schedules
	
	

	Check outside drains


	
	

	Update document back ups 


	
	

	Maintain a shelf-list or inventory of stored documents 
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	


Monthly Checks

Date: ______________________________

Completed by: _____________________________________________

	Task
	Completed
	Notes

	Review past problems and repairs with the maintenance director
	
	

	Review maintenance routines with the  maintenance director
	
	

	Check outside drains


	
	

	Check drainage at outer doors


	
	

	Check electronics for frayed wiring
	
	

	Check for signs of structural damage
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	


Quarterly Checks

Date: ____________________________________

Completed by: _____________________________________________

	Task
	Completed
	Notes

	Account for all keys to the building


	
	

	Check outdoor utility shut offs


	
	

	Check fire safety systems


	
	

	Inspect building with maintenance director
	
	

	Check or change air filters


	
	

	Clean roof drainage


	
	

	Ensure that plumbing joints and valves are in good condition
	
	

	Ensure that plumbing pipes are well supported
	
	

	Check caulk on all windows and skylights
	
	

	Check weather stripping on outside doors
	
	

	
	
	

	
	
	


Yearly Checks

Date: ______________________________

Completed by: ______________________________________________

	Task
	Completed
	Notes

	Review the disaster recovery plan


	
	

	Review any past disasters that your office or area has experienced
	
	

	Trim the branches of overhanging trees


	
	

	Have the air conditioning and furnace inspected
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	


storage locations (Backup Copies of Documents)
	Storage


	Location/Phone Number
	Contact Person



	Local, off-site
	
	

	Local, off-site
	
	

	Local, off-site
	
	

	Other region, off-site
	
	

	Other region, off-site
	
	

	Other region, off-site
	
	

	Electronic format
	
	

	Electronic format
	
	

	Electronic format
	
	

	Other
	
	

	Other
	
	

	Other
	
	


likely risks
	Natural
	Technological


	Industrial/Mechanical


	Human



	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


available disaster response and recovery tools
	Item
	Quantity


	Location



	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	


response and recovery TEAM members

	Name


	Email Address



	Home Phone Number


	Mobile Phone Number



	Street Address


	City, State



	Position


	Emergency Contact (Name & Number)



	Name


	Email Address



	Home Phone Number


	Mobile Phone Number



	Street Address


	City, State



	Position


	Emergency Contact (Name & Number)



	Name


	Email Address



	Home Phone Number


	Mobile Phone Number



	Street Address


	City, State



	Position


	Emergency Contact (Name & Number)



WORKING WITH OTHERS:  PUBLIC OFFICIALS
	Position/Office:


	Name



	Phone Number


	Email Address




	Position/Office:


	Name



	Phone Number


	Email Address




	Position/Office:


	Name



	Phone Number


	Email Address




	Position/Office:


	Name



	Phone Number


	Email Address




	Position/Office:


	Name



	Phone Number


	Email Address




WORKING WITH OTHERS:  EMERGENCY OFFICIALS
	Position/Office:


	Name



	Phone Number


	Email Address




	Position/Office:


	Name



	Phone Number


	Email Address




	Position/Office:


	Name



	Phone Number


	Email Address




	Position/Office:


	Name



	Phone Number


	Email Address




	Position/Office:


	Name



	Phone Number


	Email Address




RECOVERY SPECIALISTS
	American Institute for Conservation 

FAIC Referral System

1717 K. Street NW, Suite 301 

Washington, DC 20006

202-452-9545; http://aic.stanford.edu
	Referral source to conservators in different regions with expertise in disaster response and recovery by subject area of specialization.


	Affiliated Warehouses Co., Inc. 
P.O. Box 295 

Hazlet, NJ 07730 

732-739-2323

www.awco.com
	Regional lists of warehouses for refrigerated storage and freezer space.


	Air Quality Sciences, Inc. 
1337 Capital Circle

Marietta, GA 30067

770-933-0638

Contact: Elliott Horner, microbiologist, Ehorner@aqs.com

www.aqs.com
	Air quality issues, mold.


	Anacomp Document Solutions 
3980 DeKalb Tech. Parkway, Suite 640

Atlanta, GA 30340

770 910-8123; www.anacomp.com
	Recovery of computer media.


	American Freeze-Dry Inc. 
411 White Horse Pike

Audubon, NJ 08106

609-546-0777
	Vacuum freeze drying


	BMS Catastrophe 
303 Arthur Street 

Fort Worth, TX 76107 

800-433-2940 

www.bmscat.com
	Variety of disaster recovery services including vacuum freeze-drying


	Belfor 
2425 Blue Smoke Ct., S. 

Ft. Worth, TX 76105 

800-856-3333

www.belfor.com
	Variety of disaster recovery services including vacuum freeze-drying


	Document Reprocessors 
Contact: Quintin Schwartz 

5611 Water Street 

Middlesex, NY 14507

800-437-9464

716-554-4500

www.documentreprocessors.com
	Variety of disaster recovery services including vacuum freeze-drying


	Eastman Kodak Company 
Disaster Recovery Lab 

B 65 Door G Room 340

1700 Dewey Avenue 

Rochester NY 14650

(800) 352 8378; Contact: Howard Schwartz
	Reprocess damaged microfilm No charge if Kodak processed


	Excalibur Data Recovery, Inc. 
13 Branch Street, Suite 207B

Methuen, MA 01844

Local: 978-681-1200

Toll Free: 800-466-0893

Email: excaliburdr@rcn.com; www.excaliburdatarecovery.com
	Recovery of computer media.


	Film Technology 
Contact: Alan Stark 

726 N. Cole Ave. 

Hollywood, CA 90038

323-464-3456 
	Restoration of 16 and 35mm motion picture film.

	
	


	Munters Moisture Control Services 
6900 Peachtree Industrial Blvd., Suite 1
Norcross, GA 30071-1030 

770-242-0935 (Norcross)

800-MUNTERS (686-8377)

Contact: Jim Pruett; www.munters.com
	Dehumidification and vacuum drying, vacuum freeze drying, and recovery of electronic equipment.


	Recovery Solutions International 
2555 Hempstead Turnpike 

East Medow, NY 11554 

770-448-7259 (Georgia) 

800-843-7284
	Variety of disaster recovery services including vacuum freeze drying and recovery of computer media.


	SOLINET Preservation Services
1438 W. Peachtree St., NW 

Suite 200 

Atlanta, GA 30309 

800-999-8558, 404-892-0943 

www.solinet.net
	Information about disaster preparedness and recovery, referrals for disaster services, vendors, and sources of supplies.


	Solex Environmental Systems 
Contact: Don Hartsell 

P.O. Box 460242

Houston, TX 77056

800-848-0484
	Variety of disaster recovery services including vacuum freeze drying.


	SPECS BROS. 
P.O. Box 5 

Ridgefield Park, NJ 07660

201-440-6589

800-852-7732

www.specsbros.com
	Audio and video tape restoration from age, fire, water damage.


	VIDIPAX 
450 West 31st Street

4th Floor

New York, New York 10001

(212) 563 1999

(800) 653 8434

www.vidipax.com
	Magnetic media restoration.


